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UAS CORNER

By Alan Frazier, Deputy Sheriff, Grand Forks (ND) County Sheriff's Office, Associate Professor,
University of North Dakota's John D. Odegard School of Aerospace Sciences

nless you have been on a
deserted island the last few
years, you are undoubtedly
aware of the controversy
surrounding privacy and small unmanned
aircraft systems. Many involved in airborne
law enforcement feel the controversy has
been generated by the media and does not
accurately reflect the opinion of the general
public. The media maintains that the public is
genuinely concerned about UAS and privacy.
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A study conducted in 2014 by social
scientists at the University of North Dakota
attempted to gauge the public's acceptance
of UAS tasked with a variety of missions.
Over 600 respondents living in Northeastern
North Dakota indicated very strong support
for law enforcement use of small UAS to
search for missing persons and crime
suspects, photograph crime and traffic accident scenes and conduct disaster assessments. Interestingly, commercial package
delivery by UAS received the lowest level of
public support.
Well over 200 U.S. law enforcement agencies currently utilize manned aircraft. In
almost all cases, those manned aircraft are
equipped with much more capable sensor
systems than those installed on small UAS. It
is noteworthy that there has not been a public
outcry regarding invasion of privacy by
manned law enforcement aircraft. This is
likely due to the media and/or public's misperception of how and when law enforcement
utilizes small UAS. By Federal Aviation Administration mandate, small UAS can only be
operated within the "line-of-sight'' of the operator. This effectively limits the operating radius
of small UAS to approximately a half mile.
Small UAS are currently being operationally
deployed by approximately 16 law enforcement agencies in the U.S. They have been
used to document crime and traffic accident

scenes, search for missing persons and
crime suspects, assess disaster scenes and
provide additional situational awareness over
tactical scenes. I am unaware of a single incident in which small UAS have been utilized to
conduct a covert surveillance or routine patrol
flight. The conception of small UAS patrolling
randomly or hovering to peer into a home
window is entirely inaccurate.
Despite these facts, 15 states have
enacted legislation that restricts the use of
small UAS. Ten more states are considering
such legislation. In addition, law enforcement
agencies like the Seattle 0NA) Police Department have been forced to discontinue use of
small UAS due to adverse public opinion.
These occurrences, combined with the
important obligation of law enforcement
agencies to respect and protect the constitutional rights of the public we serve, make
it imperative that agencies operating small
UAS address constitutional and privacy
concerns in their policies, training and operational deployments.

EN GAGE AND EDUCATE
THE PUBLIC
Trying to hide consideration or creation
of a small UAS unit from the public is simply
a bad decision. On the contrary, engage the
public as much as possible. Utilize existing

UAS CORNER police advisory panels, community groups,
etc. to weigh in on the use of small UAS.
Utilize input received from these groups to
help formulate small UAS unit policies and
procedures. Reach out to organizations such
as service clubs, chambers of commerce
and neighborhood watches. Provide these
groups' members with factual information on
when and how small UAS will be utilized.
Be welcoming to and transparent with
the media. Invite local media representatives
to observe small UAS unit training sessions.
Answer their questions directly and honestly.
Only through this type of dialog can we
dispel the incorrect perceptions of small
UAS that, to a great extent, have been
fostered by the mainstream media.

RESTRICTIVE UAS LEGISLATION

SEARCH & SEIZURE
Agencies considering establishing small
UAS units should have a firm understanding
of current law and case decisions related to
search and seizure. Obviously, the Fourth
Amendment provides overarching guidance.
However, specific U.S. Supreme Court case
decisions and individual states' laws play a
major role in determining constitutionality.
Two significant cases worthy of review are
California v. Ciraolo (476 U.S. 207) and Riley
vs. Florida (488 U.S. 445).
In Ciraolo, Santa Clara (CA) police
received a tip that a man was cultivating
marijuana in his backyard. The backyard was
surrounded by two tall fences, preventing
officers on the ground from viewing the
area. The officers elicited the help of a
private pilot operating a fixed-wing aircraft to
fly them over the property at 1,000 feet
AGL. Based on observations made from the
aircraft, a search warrant was obtained and
executed. Marijuana plants were seized, and
the man was arrested.
In Riley, Pasco County (FL) Sheriff's
Department deputies received a tip that
another man was cultivating marijuana on his
property. Orbiting the property in a helicopter at 400 feet AGL, the deputies were
able to see through missing panels in the
roof of a greenhouse and observed marijuana growing. A search warrant was
obtained and executed. Marijuana was
seized, and the man was arrested.
Both of these cases involved manned
aircraft, not small UAS. However, pending
appellate or Supreme Court review of a
case involving small UAS, it is logical to
utilize Ciraolo and Riley as "guidance
cases." With this in mind, it is likely constitutional to view curtilage (the land immediately
surrounding and in close proximity to a
dwelling) from a small UAS operating at or
above 400 feet AGL.
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In addition to the Fourth Amendment and
U.S. Supreme Court case decisions, agencies must research applicable state statutes
related to the use of small UAS and ensure
they are compliant with those varied laws.
Areas that do not enjoy a "reasonable expectation of privacy" (open fields, public areas,
etc.) would clearly fall under the "open
fields" and "plain view" doctrines. If you can
legally be there, any observations you make
should be constitutional.

POLICES & PROCEDURES
Agencies should include unequivocal
language in their small UAS policies and
procedures document citing the importance
of respecting the constitution and the
privacy of the public. Specific guidance on
when a search warrant is required should be
included in the policy. Guidelines and procedures for minimization of camera usage and
storage of images are essential. Digital
images obtained from small UAS should be
safeguarded as evidence in compliance with
the agency's evidence policy.

INITIAL&
RECURRENT TRAINING
All small UAS unit personnel should

receive initial training on aerial search and
seizure statutes and case law, as well as
unit and department policies and procedures related to search and seizure and
evidence. Emphasis should be placed on
minimizing gathering of images and safeguarding those images. Document all training thoroughly and accurately. As we all
know, if it is not documented, it did not
occur. Supervisors and managers should
provide adequate oversight to ensure small
UAS unit policies and procedures are being
properly implemented.

INTERNAL INVESTIGATIONS
As in the case of any alleged serious violation of a unit policy, agencies should accept
and vigorously investigate any allegations of
inappropriate use of small UAS. If the allegation is sustained, appropriate action should be
initiated up to and including transfer from the
unit or termination of employment.
Law enforcement has become a complex
undertaking. Each time we add a new technology, the complexity increases. In order to
ensure we are not only "doing things right"
but more importantly "doing the right thing,"
we must carefully consider each new technology we implement. Small UAS is just one
such technology. ~
www.alea.org
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